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Introduction

Why Multi-Factor Authentication is Needed in Coupa
Coupa manages sensitive financial and procurement data, making it a target for cyber threats. Multi-Factor 
Authentication (MFA) adds an extra layer of protection by requiring users to verify their identity beyond just a password. 
This helps prevent unauthorized access, reduces the risk of fraud, and strengthens overall system security.

Multi-Factor Authentication (MFA) Options for Coupa Supplier Portal (CSP)
MFA will be enabled by default for suppliers using the CSP. 
Coupa supports the following MFA options:

▪ Google Authenticator: Available for iOS and Android. 
Install the app on your mobile device to generate verification codes.

▪ Text Message (SMS): Receive codes via SMS. Note: Available only in select countries.

▪ Email: Get verification codes sent directly to your inbox.

Important:
➢ If an authenticator app is used, only the user who scanned the QR code will receive the correct MFA code.
➢ After enabling MFA, the recovery codes will be displayed for you to download. Please make sure you download and 

save them, as they are required to regain access to your CSP account if you encounter MFA issues.
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Navigation to MFA settings: Go to your name > Account Settings > and select 
Security & Multi-Factor Authentication (on the left navigation bar).

First choose the types of changes that require MFA from the following options:

o For Payment Changes (Required for Changing Legal Entity or Remit-To):
MFA is required when creating or editing legal entities, remit-to, and bank 
account information.

o For Both Account Access (Login) and Payment Changes:
MFA is required when logging in to the CSP. You don't have to reauthenticate 
when working with financial data because you already authenticated when 
logging in.

Then select the MFA method based on how you would like to receive your 
verification codes:

1. Using an Authenticator App – to use an authenticator app available from the 
app store on your mobile phone.

2. Using a Text Message – to use a code sent by text message to your phone 
number

3. Using Email – to receive the verification code directly in your email inbox.
AkzoNobel allows you to use the Email MFA option. Please note that if you are 
connected to multiple customers in CSP, this option will only be visible if all of 
them allow MFA via email.
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Location to enable MFA
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Option 1 - Enable MFA via Authenticator app

Enabling MFA through an authentication app is the recommended option. 
The first time you visit the Security & Multi Factor Authentication page, the 
system displays a window with instructions to configure this option. Follow the 
instructions in the window to configure MFA through an authentication app: 

1. Visit the the Google Play store or the Apple app store.

• Look for an authenticator app. The recommended option is to use Google 
Authenticator, which is available for iOS and Android devices.

• Download and install your preferred authenticator app.

2. Go to Coupa Security & Multi Factor Authentication tab and select Via 
Authenticator App

3. Open the authenticator app on your mobile phone and click select "Add" or "+" 

4. Scan the QR code.

5. A new code will appear in your authenticator app for the Coupa Supplier 
portal. Enter this 6-digit verification code in the Coupa entry field and click 
enable. 

Please note that the 6-digit code refreshes every 30 seconds, so make sure you 
enter the most recent code before it changes.

Do not uninstall the authenticator app after completing the MFA setup. 

You will need the same app whenever an MFA prompt appears in the 

future (for example, when signing in or making changes in the 

platform).

Coupa Supplier Portal

719 533
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https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2&hl=en&gl=US&pli=1
https://apps.apple.com/us/app/google-authenticator/id388497605
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1. Select the Security & Multi Factor Authentication tab 
on the left navigation bar.

2. Select Via Text Message option:
Follow the instructions that appear on the next screen.

3. Input the phone number where you want to receive the 
SMS text.

4. Select the box I’m not a robot

5. Complete the quiz and click verify

6. Enter the 6-digit verification code sent to your phone in 
the field.

7. Select the Enable button at the bottom right of the 
modal.
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Option 2 - Enable MFA via SMS
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Please note that if you are connected to multiple customers 
in CSP, this option will only be visible if all of them allow 
MFA via email.

1. Select Via Alternative Email option:
Follow the on-screen instructions.

2. Click OK to confirm and activate Email MFA.

3. Enter the email address where you want to receive the 
MFA code, then click "Send Code.“

➢ Note: This must be different from your login email 
address

4. Check your email for the 6 digit verification code.

5. Enter the code and click "Enable" to complete the 
setup.

6. You will receive a confirmation email indicating that 
MFA via email has been successfully enabled.
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Option 3 - Enable MFA via Email
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➢ Once MFA is successfully enabled, a Recovery code / backup code will be displayed. 

o It’s important to download and save these backup codes on your device, or 

alternatively email the codes to yourself, before closing this window. 

➢ You will need these codes to regain access to your CSP account if you are unable 

to sign in due to MFA.
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Make sure to save the Recovery Backup code

save
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It is recommended to create a secondary Admin user in CSP. This ensures that if 
needed, another admin can temporarily disable Multi-Factor Authentication (MFA) 
for all users for up to 24 hours, allowing them to reset their MFA during that time.

Follow instruction how to create a second admin:

1. From your homepage Go to >> Setup >> click “Invite User”

2. Fill in the info of the 2nd admin; Make sure that “Admin” box is selected!

3. Then click Send Invitation

Coupa recommendation
Create Second Admin User in CSP
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Steps for New Admin User to Join CSP
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The new admin user will receive an invitation to join the Coupa 
Supplier Portal by email:

1. Click “Join Coupa Supplier Portal”
2. Complete the registration and fill in all required fields 

Check the box to agree to the Privacy Policy and Terms of Use.
Click “Create an Account”

3. A Coupa verification code will be sent to your email.
4. Enter the code in Coupa and click Next
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If you are unable to access Coupa because your MFA code is not working, the following options can help 

you resolve the issue:

1. Use the recovery codes you saved earlier (either stored on your device or emailed to yourself; 

see the “Save Recovery Backup Code” slide) to resolve the issue.

2. Or, if you have created a second admin user in CSP within your organization, you can contact that user 

to temporarily disable MFA for your account.

3. If options 1 and 2 cannot be completed, the only remaining option is to contact the Coupa Support Care 

team by submitting the MFA Reset Support Request form. During this process, you will be guided to 

download and sign a declaration form and provide consent from two legitimate co-workers.
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What to do if the MFA code is not working?

https://support.coupa.com/s/csp-contact-support
https://compass.coupa.com/Import/Suppliers/For_Customers/Toolkit/Document_Exchange/The_Coupa_Supplier_Portal/Coupa_Supplier_Portal_Two-Factor_Authentication/Supplier_Declaration.pdf
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b) Disabling MFA Admin Users
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If the Admin user is locked out and does not have the six-digit backup validation code or recovery code, they can ask the 

second Admin to disable MFA using the same method described in the previous slide (Disabling MFA for users in your supplier account)

Steps to disable MFA:

1. Log in to your Coupa account

2. Go to the Setup tab

3. Navigate to the Users section

4. Search for the affected admin user and click Edit User

5. Scroll down and select Disable MFA  

6. Once MFA is disabled, the locked user will automatically receive an email to reset MFA and set it up again on a new 
device.

Note:
The reset email is valid for only 24 hours. If no action is taken before that time, the process needs to start from the beginning.
If there are no other admins in your account or if you need further assistance, feel free to contact our support team.



Title area

Subtitle area

AkzoNobel Bullets

Only use the List Level 

buttons to apply the

AkzoNobel Branded Bullets

Title area

Subtitle area

Coupa support:

For more Coupa related info go to the Home page >        > Compass

Use the AI Coupa chatbox Navi for further queries or send an email to 
supplier@coupa.com to raise a support ticket.

To open Coupa Supplier FAQ click:  Help for Suppliers | Coupa
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Support MFA issues

mailto:supplier@coupa.com
https://compass.coupa.com/en-us/support/help-for-suppliers
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